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O 1: System overview
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e Port scans: DELAY — LOSS — DROP
e Password guessing: DELAY — DROP
e UBE: DELAY — DROP
Default: DELAY — THROTTLE — LOSS — DROP
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2 struct ifreq if_rO0, if_ril;

3 struct sockaddr_11 ethO, ethi;

4 int len;

5 unsigned char frame[1600]; // includes datalink layer header

6

7 sockfd0 = socket(PF_PACKET, SOCK_RAW, htons(ETH_P_ALL);

8

9 memset (&if_r0, 0, sizeof(if_r0));

10 strcpy(if_r0.ifr_name, "ethO");

11 ioctl(sockfd0, SIOCGIFINDEX, &if_r0); // look up interface index from name
12

13 memset (&eth0,0, sizeof (eth0));

14 ethO.sll_family = AF_PACKET;

15 eth0.sll_protocol = htons(ETH_P_ALL);

16 ethO.sll_ifindex = if_rO0.ifr_ifindex;

17

18 bind (sockfd0, (struct sockaddr *) &ethO, sizeof(eth0));

19
20 ioctl(sockfd0, SIOCGIFFLAGS, &if_r0); // get current interface setting
21 if_r0.ifr_flags = if _r0.ifr_flags | IFF_PROMISC; // add promiscuous
22 ioctl(sockfdO, SIOCSIFFLAGS, &if_r0); // set promiscuous mode
23
24 //
25 // similar lines for ethl
26
27 // receive a frame from bound if (ethO) (actually called in a thread)
28 len = recvfrom(sockfd0, frame, sizeof(buff), 0, NULL, NULL);
29
30 // send a frame via ethl (actually called in another thread)
31 sendto(sockfdl, frame, len, 0, (struct sockaddr *) &ethl, sizeof(ethl));
32
33

00 2: Datalink layer socket
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dept := arr + delay(const. );

xmit sched. := max(dept, xmit sched. of the prev. frame
+ size/linespeed);

prev prev prev
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next frame

P1.dept > P2.dept > PO.dept

0 3: Frame queue in departure time order
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Format:

IN/OUT|srcIP|masklen|dstIP|masklen|
protocol#(0:any, 1:ICMP, 6:UDP, 17:TCP) |
srcPort (0:any) |dstPort (0:any) |
DROP/LOSS/DELAY/THROTTLE |
params for LOSS(frac),DELAY(msec),THROTTLE (Mbps) |

expiration(sec) | comments (text) |
Example:

IN|192.168.0.250132/192.168.0.252|32[1|0|0|DELAY|5000.0|30|ICMP test|

O 4: Filter request command from server

0000000000, SrclP, DstIP, protocol, srcPort, dstPort O O O ICMP type O code,
O00000,0000000,0000,00000000000000D00DO0DO0ODO
ooooooooad
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Ooooooooo
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O00000000ooonooobooboo3hitoIpvaO0ODOODO 100000000
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GateKeeper

Transaction of send and receive packets

filter request

Database Server
(PostgreSQL + snort-postgresqgl + Schema)

O 5: IDS alert and GateKeeper

id: 5027

signature: "TCP portscan"

timestamp: 2006-11-27 12:45:59.436+09
protocol: 6

ipsrc: 3232236033

ipdst: 3232236034

tcpsport: 37593

tcpdport: 161

O 6: Alert example

O 700File Manager U0 DO 000000000 O0OOO0OOODOODOODOIPOO
goooooobobobobboboboboboboooooooooobobsbon
OO0000000Oaction0 OO0 O0OODOOOODLOOODOOODOODOactiond DROP
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ip_source/mask: AAA.BBB.CCC.123/32
ip_dest/mask:  XXX.YYY.ZZZ.0/24
protocol: 1 (ICMP)

icmp_type/code: 8 (ICMP echo request)
installed: (timestamp)

last_used: (timestamp)

use_count: 100

action: THROTTLE

O 7: Filter rule example (ICMP)

4.1. 000000
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e HostF: CPU Intel Xeon(Dual Core) 3.0GHz, NIC(1000Base-T PCI-Express) Intel
82544EI x 2

e HostS: (0 O O) Intel Pentium D(Dual Core) 2.8GHz, NIC(1000Base-T PCI) Realtek
RTL8169
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0 8 UDP throughput
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0 9: Effect of limiter measured with RTT

ping 192.168.0.250 -1

64 bytes from
64 bytes from
64 bytes from
64 bytes from
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192.
192.
192.
192.
192.

168
168
168
168
168

0.01

.0.250:
.0.250:
.0.250:
.0.250:
.0.250:

icmp_seq=26
icmp_seq=27
icmp_seq=28
icmp_seq=29
icmp_seq=30

--- 192.168.0.250 ping statistics ---
165 packets transmitted, 30 received, 81% packet loss, time 2284ms

rtt min/avg/max/mdev

0000000000 0DOOo TCcpODOOODOODOOOOOODODOOACKODOO
LosstooooooooooooooooooboooDoobDooDoO0DD WebO OO
OO0000O0bO0bO0obO0o0oooooooboobobOobooLoSSOobuobDO Web O
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ttl=64 time=1528
tt1l=64 time=1596
tt1l=64 time=1661
tt1=64 time=1728
ttl=64 time=1789

ms
ms
ms
ms
ms

1.050/881.979/1789.819/529.204 ms, pipe 135

0 10: Effect of inbound THROTTLE to flood ping
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O 1: TCP and UDP throughput

Type Param | iperf(TCP, Mbps) | iperf(UDP, Mbps)
(with fast NIC)

DIRECT - 520 770

THROUGH - 496 750
(with slower NIC)

DIRECT - 140 220

THROUGH - 155 204
(with slower NIC)

OUT DELAY 0 155 —

(ACK, msec) 3 157 —

10 o6 —

100 7 —

IN DELAY 0 166 —

(DATA, msec) 3 157 —

5 109 —

10 29 —

100 6 —

OUT LOSS 0.1 152 —

(ACK) 0.2 135 —

0.3 136 —

0.4 71 —

IN LOSS 0.01 140 —

(DATA) 0.02 90 —

0.03 37 —

0.04 20 —

0.05 10 —

0.1 1 —

IN THROTTLE 150 135 143

(DATA, Mbps) 100 95 95

50 48 49

10 9.6 9.7

5 4.9 4.9

1 1.0 1.0
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O 2: Loss effect to 100 concurrent Web server accesses for 1Mbyte file

IN Loss tput(Mbps) | IN Delay(ms) | tput(Mbps)
local(max) 550 — —
0.00 189 0 —
0.10 193 10 176
0.20 166 100 125
0.25 65 200 69
0.30 29 300 56
0.35 8 500 33

OO0 TCPOOOHTTPODOOOODOOOODOOOODOOOOO2000000
oobobooooobooboobooboooooboobobooooo TecpooooDO
obobooboobod

4.6. SMTPUOOO UBEODOOOOOOODOO
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0000000000000000000000000000000000000000
0000000000000000000000000 ‘tarpit’ 00000000000
SMTPOOOOOOO spamO000logn 0000000000000000000000
Dooooo

GateKeeper 0 O tarpit 0000000 SMTPOOOOO0O0000 tarpit 0000000
000000000000, 0000000000,0000000000000 700
00000000000000000 UBEDOOOOOOOOOOOOO0OOO

O 3: Delay effect to 8KB 100 e-mail transfer (10 to 20 concurrent)

Delay(sec) | IN Time(sec) | OUT Time(sec)
0 12 12
1 41 43
2 85 81
3 119 124
4 163 165
D 201 205

0300200 SMTPOOUOODOOOO UBEOODOCOOO DELAYOODOOOODODOO
00000000 SMTPOOOODOOOOOOOOOOO SMTPOOO (postfix) O 100
O08KBOODOOOOO 100000000D000000000 SMTPOOO (postfix) 00O
O00000D000D0OD0O GateKeeperOOOOOOODOODOOOO2000000000
OOoooooooboobooboobobobooo sMTPOOODODODODODOOO
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