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  A : OUTgoing TCP SYN+ACK
                         
  B : OUTgoing TCP RST 

  C : OUTgoing TCP RST+ACK

  D : INcoming TCP  SYN

  E : OUTgoing UDP

  F : INcoming UDP

  G : inside UDP
  
  H : ALL UDP 

  I  : ICMP type0

 J  : ICMP type3 sub3

  K : ICMP type4

  L : ICMP type5

 M : ICMP type8

  N : ICMP type11
 
  O : traffic outgoing

  P : traffic incoming

  Q : traffic inside

  R : traffic total

  1 : IP fragments overlap

  2 : Sendmail Data Header Overflow

  3 : IP Fragment Attack

  4 : FTP real path Buffer Overflow

  5 : Nachi Worm ICMP Request

  6 : TCP High Port Sweep

  7 : TCP Port Sweep

  8 : TCP SYN Host Sweep 

  9 : Half-Open SYN 

10 : UDP Port Sweep

11 : Nmap UDP Port Sweep 

12 : Net Flood ICMP Echo Reply

13 : NET Sweep Echo

14 : Net Flood ICMP Echo Request 

15 : Snort SYN alert

16 : Snort SYN/ACK alert

17 : Snort ACK alert

ªUÕm­ÎÖ�×PØjÙ�Ú=Û�ÜyÝ�ÞUß{à�á{â�ã�


¨\©/���
ª�CFn?Ï?J�« bkc Ä��/Ñ²Ç7,×Ä�¿
9Ê;�ä�åUæ$Â�ç�è â ÂÌé ã
{IÂ1ê�ë â
� æ¼Ú×Ä���Ñ²Ç
,ÂË ÂRì � ¿/î/îYïèð â=í zÎØ
Ý�î�o/ÏðïDC ñ�Ç�, â1ò é('y��ÑÞÇ�, �da ª bW�ôó�b=bW� «,ª `7b
ã H^õ�H¿NPO â¿ò1ö é(' # l�÷ {	�-ÑÞÇ7,×Ë¢ÖÌæ�Ú1¯\°
ËuzL{ ß
¨\©PtPv

S `7cDb
�X�¾ñ/ô K c L/J6E?Í cDø î�o�lFo6E?Í Q wDñ�ù K c LDJ�E?Í cDø î�ú¼Ý�ª�û Q
â T¾æ�Ú �Wü r â�ý æ{�\þ #�q�r Ë s s # U�Ý�ß

S fÃg
i
� � ô Kÿî�o/ÏðïDC m J6E?Ô «,ª `
b � G��6Ó/G?n?Í Q â Tåæ
Úû�/ñ�����Â3?�ÚÊæÈÝÞßÈfÌÝ��j�åñYô K c L/J6E?Í c/ø î
o�lFo6E?Í Q w ñ6ù K c L/J6E?Í c/ø î�ú�Ý�ª�û=Q â TÌæ�Ú �Wü r â
ý æ=�\þ #=q�r Ë s s # U�Ý�ß

S ` J6l¸Í Å m CFL6Í3G?EHn i J�EHG+Ï?o6n?Í
�X�¾ñ/ô K c L/J6E?Í cDø î�o�lFo6E?Í Q wDñ�ù K c LDJ�E?Í cDø î�ú¼Ý�ª�û Q
â T¾æ�Ú �Wü r â�ý æ{�\þ #�q�r Ë s s # U�Ý�ß

S Ý�L/J/Ô	o�lFp c Ï?J�EHG
é	�ÈÚÈÄ��8� â�� æÌÚ � {7fk� s s # UÞÚ×æ(Â
9(?ÞÝ�ß


 �
�����

��	ÅÄ ��� 9Ê; �¿`
c/bÄc ÆPe�� fÃg
i c Æ\e�� ` J6l¸Í Å
m CFL6Í3G?EHn i J6EHG+Ï?o�n?Í c Æye�� Ý�L/J/Ô�o6lFp c Ï?J6EHG c ÆPe â T
æ�Ú70/13254 Ä{zP|JÂ ��} Ë�� Ì Ú¾æ�' � � ^=�P� # U
Ý�ß�é��¾ÚÌÄ c Æ¿e #�q�r ���	� HÈ'R�¾Ã¬Ë s s éÈ' �
� ^ # U Ý����*X l ? Ý
^ �
� ;=HÈ' ��� â ì U�Â��Êæ
^ l 'R�¾Ã X l ? Ý�ß � Ä��Êæ/. ��c Æ¿e â è
?�Ú s s
â� H¾Ú¼æ$'y��ÑÞÇ�,�^ q Â�' � � ^ � Ì ;=HJ'¢ß

nHL/J6E?Í # Ä=­\®3. s s=þJ^1�	!Uæ â{ý æ � æ�{ �/� ^
Ì ;=H�Ý�^ ��� H X#"�$ â nHL/J6E?Í � %�& « b=c # Ä\��ÑÞÇ
,�^�myä Ø�Ý&%�'�(J^ � Ì ;=HÈ'¢ß
�*)(.5{�f � s s #
U�ÚÌæ/Â�æ�Ä/ç
^ %/& « b=c # . q�r �,+.- G�H�ÚÌæJ'
/10 K i o�lFnHG b J�nHC ÍIC32�G°QE^ÔnHLDJ�E?Í Ä�g*4^æ/Â���Ñ�Ç
, � â
5 XSH¾Ú Ø�f�?�Ú¼æ�'�%6'�( X � Ì ;=HÈ'¢ß
fÞÝ � nHL/J6E?Í Ä\�-ÑÞÇ�, � %�& « b=c Ä�7 c Æ¿e # Ä V

Ø$U � T Ø(U � T � � Ä Í×Ä 4kÑ1819$2 Ö�: � X
­P® Ë
z3? Ý�ß c/ø î � c/ø î�ú�Ý�ª�ûåÄ\��ÑÞÇ�, # . l f é;�Êæ
. ¬ ;=H�Â�9(?ÞÝ�^ � à3á
. � 9�;SÂ¼æ
^ Ý�ª�ûw�-Ñ�Ç
, â1ò ØúÚ�. Ä Í×ÄÜ4kÑ�8*9�2 Ö<: Ë�=¢Ä c Æye � ­y®
Ø�Ý Ã$Ä â X�>ÅÄ�� � â ­?�×Ú ý æ s s¿þ Ë�çÎØ�Ú�æ
Ý�ß5G(; â 0VÑP��Ç�É¾Ë ��} G	�¾Ú��-ÑÞÇ7,×Ë�@�A×é('
� � # �3� HX;¢Ä ò1ö ^Èè éCB�� â Â�' ���*� HJ'¢ß
e�D ÄFE�G � Ø�ÚÈ. � è é s sWþ5^ ý �SÂV'JèV{¿�

ÑÞÇ�, � Ä�H�I�J
05ÑP�ÞÇÌÉ²Ë ��} G���Ý��
	 Ë,Kaé;L
é � � ^�M�\ # l 'u|
fÞÝ s s{þ Ë,NVs éÈ'h
7�*X s�O Ø�)�*�+�,ÈË�¯�°¬Ë

zL{ � � ^�M�\ # l '¢ß
PRQTSVU

W ñ�XCY ë&Z � Y\[&]*^ � B�_ 2�4�ñ�Ç Ö 4=Ñ	8*9(2 Ö Ã
@ â è
'a`/Ç � q�rPs s/)�*-+�,ÌÄ %-& M êÊë�ì²í
b*c¼í �1d 0*e à ígf1h�i�j	k wdKt¿Yî/îY¿�Q

W ¿�XCl	m ì�n � ì [&o � ë ¿Fp1q � B 4 Ñ*8	9(2 Ö Ã�@
â _�r � q�rys s-)�*�+�,�Ä %�& M êÈë�ì¾ígb	c¼í
�1d 0*e à ígf1h*i�j	k � K ¿/î/îYï�Q

W ï�Xtsu[wv1x�wzy*{}|7w�~u�R�#� »	�����W·	� wa�68�4
��� Ö 0 Ó�� 2�) � Ð<��������w ¿Yî/î/î¼|

W Â X������E|KnHCFlFC¸Ï?J6LmÑ/G��:G?L/nHG°|¸Ï?JYÔ
W ô�X c Í�Ó/o6l c Í3o�LDC��ÿJ6E?Ñ½w�Û6o6L/G?nIÝ�| ` J�o���lKo�L4Ñ½w�o6LmÑ(Û�J�nHG+ÐDï
` | ` Ï°Ý�lFG?EHL/G?p.¾ B b EHoYÏ+Í3C¸Ï?o�l Ý ÓmÍ3J/Ô�o/Í3G�Ñ b G+ÍIG+Ï+Í3CFJ6L
J�� c Í3G?l¸Í3ï.p b J�E?Í3n?Ï?o6L/nHMSw������E|FnHL/J6E?Í |FJ6E��¼|

W ù�X ` o6E��6Ó/n ` |�� EHG+ÓDL/C���w ` o6L/nHG°Å b G+Í3G?E û
EHCFG���G?l�w � o�p¤Å
Ô	J6LmÑ a |{îC��w
Û�J�E�� c o�L4Ñ/G?EH¾ B fÃg
i ¾F«;ÑDG�L6Í,p��ÿp.CKL��
b G?L/nHC¸Í,p¤Å�� o�nHG+Ñ f J6Ï?o�l g Ó4Í3lFCFG?EHnHM¼w Ý�ª ` c «�� Å
ª g
`y` ¿Yî/î/î�«�L6Í | ª�J6L��q| g L ` o�LDo��6G+Ô�G?L6Í J�� b oYÍ3o�w
b o6lFlFG?nµw a�  w ¿Yî/îYî

W ¡ XBÛ�o���G b | � E?ÓmÍ3lFo��¼w ¾ B Ý�¢AG?EHEHo6L6Í � G?ï/o£2.CKJ�E
b G+Í3G�Ï+Í3CFJ6L CFL a C Ô�G c G?EHCFG?n �:J6E î�G�Í��)J6E��
` J6L/C¸Í3J6EHCFL��6M�w �����E|¸ÓDnHG�LDC�¤¤|FJ6E���ú ÐmÓ¥¢/lFC¸Ï?o�Å
Í3CFJ6L/nHú6lFC�¢DEHo�EHp.ú/Ð/EHJ6Ï?G?G+Ñ/CFL¥��nHú6lFCFnHo/¿/îYî/î�ú6CFL4Ñ/G�¤¤|Fï6Í�Ô�l�|�w
¿/î/îYî�|

W ÿ�X b o/Ó/l¥� o�E��:J�E?Ñ²w½Û�G�¦ G�EHp ûjlKCFL/G°w b o§2.C¸Ñ b lFJ6L���o�w²Ý Ô�J6n
� J�L²|F¾ B Ý c C��6L/o6l�Ý�L/o6lFp.nHCFn^J��yî�G+Í¨� J�E�� a EHo�©�Ï
Ý�L/J/Ô�o6lFCFG?nHM�w b EHJ6Ï?G?G+Ñ/CFL¥��nhJ�� Ý�ª `jc «��
ª gj`y` «�L²Å
Í3G?EHL/G+Í ` G?o�n?ÓDEHG�Ô	G?L6Í m J6E��.nHï/J/Ð�w ¿/îYî/¿�|

W ��X��W|��?ª � ÇR«XK ë [�¬®­�¯1m1°�±�Q w#²	³ ».´\µ �
� �*¶ w�·1¸�¹�º�w ¿/îYî/ï¼|


