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Algorithm ‘ Accuracy Precision Recall

LSTM 78.17% 96.81%  63.76%
GRU 78.83% 96.76%  64.98%
CNN 79.76% 93.30%  69.42%
MLP 78.50% 96.79%  64.37%
SVM 78.27% 97.33%  63.57%
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Algorithm | DoS U2R R2L | PROBE | IE#
LSTM 88.61% | 99.11% | 87.78% | 91.81% | 74.86%
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CNN 82.70% | 99.11% | 87.78% | 89.20% | 75.91%
MLP 93.40% | 99.11% | 87.78% | 94.38% | 76.93%
SVM 92.68% | 99.13% | 87.77% | 94.88% | 76.40%
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CNN 79.76% 93.30% 69.42%
MLP 78.50% 96.79% 64.37%
SVM 78.27% 97.33% 63.57%
VI N7 TN 78.95% 96.77% 65.19%
N=RR7 ¥ TN 78.19% 96.87% 63.75%
Gao D7 ¥ T 3] 85.2% 86.5% 85.2%
REFE 86.83% 87.89% 86.76%
4.2 HRCER

ETOFIEEREL 3 1TRT. BH—FHETE, YOF
EORL XS BERERoTWE. 7o H Y Tk b
—FHLHEVLEDOLAVEERE Ko7, LAL, YT T
R7 IV TNER= B LR, B—TRHEV
CNN O 79.76% % & 85.66% £ Tl LX €5 2 L AT &
Fo Eie, ERELAEXLLIEHATE, ZHIZRHEL
P72 LI B, Gao HDIRE [3] LT 5L, IE
fREB\IMED R b EWFER E o 7.

5 O

AHFFE TR 712 X4 TH 5 LSTM, CNN,
GRU, ZE—+t7tu>, SVM D 5 FEZHNTE Y
PO I T7 4y PORE BT 52 FIEEEEL,
FNoEmT UV ITNERCE > THABDE 2 FiE%E
REL. 512, BEFEOENEETHE» D 2 72D,
NSL-KDD F— &+t v b ZHVWTER 2T 7. 2Ok
R, Gao bOBRE 3] kb LEEEZ MR TE.

SHOFEL LT, 7AMF =X L TRAIOKE
BRI TE TWARWED, TR DR EMETE
RETHRTZ2RBERH S, %/, oF—&ty FTD
FEDTHIRLEDID 5.

BE Xk

[1] S. Rawat, A. Srinivasan, and R. Vinayakumar. Intru-
sion detection systems using classical machine learn-
ing techniques versus integrated unsupervised fea-
ture learning and deep neural network. ArXiv, Vol.
abs/1910.01114, , 2019.

[2] P. Illy, G. Kaddoum, C. M. Moreira, K. Kaur, and
S. Garg. Securing fog-to-things environment using
intrusion detection system based on ensemble learn-
ing. In 2019 IEEE Wireless Communications and
Networking Conference (WCNC), pp. 1-7, 2019.

[3] X.Gao, C. Shan, C. Hu, Z. Niu, and Z. Liu. An adap-
tive ensemble machine learning model for intrusion
detection. In IEEFE Access, Vol. 9, pp. 82512-82521,
2019.



