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obj = new DDoSTester(
DDoSTester: :IPv4, DDoSTester: :UDP,
DDoSTester: :NONE, DDoSTester: :UNIFORM
)5
obj->setSrcIPRange("192.168.0.0/16");
obj->setDstIPRange("10.0.0.1/32");
obj->setSrcPortRange (60000,61000) ;
obj->setDstPortRange (80,80) ;
obj->setInterval(1.0); // second
while(true){
uint8_t payload[1500];
int len = 0;
int ret = obj->sendPayload(payload, len);
cerr << ret << " bytes sent " << endl;
usleep(obj->getInterval());
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if (ver == IPv4){

rawdsock = socket (AF_INET,
00O0O0O0O00O0 SOCK_RAW, IPPROTO_RAW);}
else if (ver == IPv6)

rawbsock = socket (AF_INETS6,
00000000 SOCK_RAW, IPPROTO_RAW);

pfsock = socket (AF_PACKET,
000000 SOCK_RAW, htons(ETH_P_ALL));
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size_t found = addressRange.find("/");
if (found == string::npos) {
cerr << "/ not found in addressRange" << endl;
return false;
}
string netAddrStr =
string prefixStr =

addressRange.substr (0, found) ;
addressRange.substr(found+1) ;

if (ver == IPv4){
inet_pton(AF_INET, netAddrStr.c_str(), &saddr);
//0000000000000000000000 saddr
oooooo
smask.s_addr = htonl (Oxffffffff <<

(32-atoi(prefixStr.c_str())));

//0 320000000000000001000000
ooad
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struct in6_addr randomAddr;

for (int j=0; j < 4; j++){
//00000 32000000 400000000
randomAddr.s6_addr32[j]
= (addr.s6_addr32[j] & mask.s6_addr32[j])
//000000000000000
| ((u_int32_t) (2147483648*drand48())
& “mask.s6_addr32[j]l);
//000000000000O0DO00d
}
return randomAddr;
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T IPv4 UDP Flood Attacker )
tcpdump -1
00:10:23.739915 IP 192.168.0.115.60863
> 10.0.1.8.www: UDP, length 100
00:10:25.186052 IP 192.168.0.74.60058
> 10.0.1.10.www: UDP, length 100
00:10:25.262018 IP 10.0.2.1
> 192.168.0.12: ICMP host 10.0.1.9

unreachable, length 136

IPv4 O TPv6 O TCP Connection Flood D0 OO0 00O
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T IPv4 TCP Connection Flood Attacker —\
tcpdump -1
13:00:29.712828 IP 192.168.130.5.60166
> 10.0.1.10.5001: Flags [S], seq 3707035660,
win 60000, length O
13:00:29.712996 IP 10.0.1.10.5001
> 192.168.130.5.60166: Flags [s.1,
seq 442129107, ack 3707035661,
win 14600, options [mss 1460], length O
13:00:29.713566 IP 192.168.130.5.60166
> 10.0.1.10.5001: Flags [.], ack 1, win 60000,
length O
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tcpdump -1

13:00:29.712828 IP 192.168.130.5.60166

> 10.0.1.10.5001: Flags [S], seq 3707035660,
win 60000, length O

13:00:29.712996 IP 10.0.1.10.5001

> 192.168.130.5.60166: Flags [S.],

seq 442129107, ack 3707035661,

win 14600, options [mss 1460], length O
13:00:29.713566 IP 192.168.130.5.60166

> 10.0.1.10.5001: Flags [.], ack 1, win 60000,
length O

e )
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netstat -at
tcpb 0 0 2001:1::10\%3076119:5001

ESTABLISHED

2001:ff::16\%1:60707
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