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1 798;:=<>/?
, @BADCFE,GBH , IKJMLONPGRQTS/UWVYXMZW[W\,]^;_

, `FaWbTcYEed/fTg;hjiFkml,n ^ bpoeqjard/fms;t
iKkD`FaRbucrE/dwv/S;x,y,zW{r|;G;} (NIDS: Network

based Intrusion Detection System) ~BVM�r���D�O�e�� _ k .��� V NIDS � , s�tji�km�M�RaWbw\��;�FVm�,���r��W�T�j� {;��`D���/fw�,��� � �;�FVmyF�/fw  ^ � � _
k . ¡DV£¢e¤F� , {M�,`D�B�;[Y� �¥�m� � _/^M_ �M�¦f
yF��§B¨ ^;_ \ _W©wª£«/¬ �e­ek . ®/V ��¯ , [5] °/±D²
VT³M´ IDS[3] §M�;{/��`��K�uv IDS Vrµ ¬ fu¶ © �D¯
[ , {/��`����uv IDS \¸·�zBVw�;�WfuyB�r§K¨Dku¹eºr»
V�­eku¼;½;yB�;{r|;G,}Bfw¾eAe¿RN�aRÀÂÁ,Ãei�kwÄ;Åj�Æ ´ �Y� � _ k . �TÇ¥� , ¡DVrÄ/¤�§�� 2 ÈeV IDS ®�KÉ�� �,ÊMy/z¦fTËMÌW[rÍBÎ�Ïjo,EÐbÑf;��ÒeiFk �,¯ ,

®,V/ÓrÇOÔ�S,xB[mÃ�Õ4� � ¡M\rfÑÖji�×,ØBV/Ï;oDE2bÙfÚeÛjÜ �riW¡e\m�mÝ;½R[�ÞYß ^rà/á \ ^ k . ¡rV ªY« fâ;ã iKk �,¯ [ , ¡ � �r§e[B]mI�J/LWNPGKQmä;åj���rÒ
i�k,Ï;o�EæbÙfwç,èei�kT¢;¤e� _¦é¸Û Çrê,ë �w� � _ k
� , ì,í ^ â,ã�î �/�Dï ÚMÛ Ç�� � _,^,_ .

®�¡£§rðeñ;ò�§j� , ó;z;�/�¦fwyF�DiKk;{/�,`D�B�Tv
IDS \m{;��`�����[mô,õMi�ke¡M\ ^¦é �;�OfuyB�Yi�kw¼
½;yF�,{r|;G,}�fwöj÷rø/ù,ú , û IDS �Yü;Ã�� � Ï;oDE
b�V£ýF�MfTç;èeiKk,{D|;G;}Kfuê/ëji�k . yF�mÄ,ÅK�r¼^ k 2 ÈjV IDS �B��Ò4� � ¼jþRVjÏjo;EÐbÑf 1

Û Vÿ E����jE�|D~�� � i�k . ®,V�� , H,�mç,è,v IDS �;Ï
o�E2b�V��;Ì¥f��;× � úFk ��¯ [ , ÏMo,E bÙV�	�
;»R[��
 _ � ýR�Mfw  ^¥© .

Û 
 _ � �/�F[YÃ�Õæ� � ¹�º�»
Vm� _ ÏMo,E bÑfwyR�riBk ��¯ [ , ¼MþFV/Ïeo�E b¸[��
� � �e�jÄe¤FV����¥[����;� � ýW��fm  ^O© . ®W� � ,

�;�F[mÃ�Õ4� � ¹eº�»BV£� _ Ï/oDE b [��¦� � � _�� o
A��4NpGKQ/f����jk . ð;ê;ëW{�|;G;}e[ ��
 _ � � H4b
��A � f�� à � ���� iFk . ðeñ/òR[�!�� � , Ê/y;z¦f
Ë;ÌR[£Í�Î�Ï/o;E b¸V/ÓDÇ¦Ô , �M�F[YÃ,Õæ� � ×,ØRVMÏ
oDEæbÙfuyF�Yi�kM¡M\Ñ�Y¹eº¥\ ^ k .

2 "$#&%('�)+*�,.-0/ <21436587:9<;>=(?
IDS

ðeñjòB§K� , ¼jäjþWV IDS �B�DÒæ� � Êeyez¦f£ËeÌ
[£Í�ÎjÏMo,E bÙV/ÓDÇOÔ , S/xB[YÃ�Õ � ��@ _ V�A _ Ï
o�E2bpf ÚjÛjÜ �riW¡e\�f���B¥\,� � , ¼/þWÏ/o�E2b¸V
ýR�;[ �C
 é H;�£ç/è;v IDS fwê/ëKiBk . ¡�V�DK§�� ,

��EK{�|/G/}�ÁMÃB[ ÛM_ ��F�G ,
Û 
 _ � {�|;G;}BfTÁ

ÃMi�kIHKJ�LIMME�`�LWb [ Û/_ ��F�G k .

2.1 NPORQ�S�TVU>;?
, Ï/o;E b¸V£ç/èF[���iKkmñ;òK��W�XF[Y  ^ ù �� _ k . Kruegel ÔÑ�Yê,ë�� � ç,è�¢;¤ [2] � , YB[;{;�

`����uv IDS �e�£Ò;i�kDÏ;oDEæbÙfZ�V[�\�� � _ k . �
ÇW� , \C]eV/`FaWbTcYEedI^`_�§e�P�RajiKk;{M�D`,�K�b�c A�de�DõRe4� ^;_ ·,zRVT�M��]Ñõ`eeiKk �,¯ , {/�
`��F�Tv IDS ï Ü §j�P�`aK§F¨ ^/_ . ðeê/ë¥{D|/GM}
� , {���`;�R�mv IDS \P·Mz/�j�Of£y¥��§W¨,k£¼M½jy
�;{�|,G;}�fTö�÷YøMù;ú , fD±��e�WaRb�[��¦� � 2 È/V
IDS §£�;�Vg`hRfu  ^¥© . ®K� � , 2 È;V IDS �e�£Ò¥�� ¼;þBV;Ï/oDE b [��¦� � ýB�,[ ��
 _ � ç,è¥fu  ^W©
¡e\u§ , i,Ë ^ Ï/o;E b¸V/Ó�ÇOÔ �e�F[YÃ�Õ � � ¡�\rf
ÖjiD×,ØRV/Ï/o�E bPfwyF�ri�k . ð;ê/ëR{�|;G;}jV£Á;Ãj f j 1 [mÖji . ð;ê;ëF{�|;G/}�frAkL��DE,`RaRbml�n
\mV�_�oRp > [�qsrR� , J/� � �K�B� � �e�¥a¥bpfPt`u
VT¢R�e§Pv�weiKk .

x
1 y�zV{Z|I}�~������

1. `KaRbpc£E;d;f�� � kT�/�RaBbÙf�J;� � �j�£ijk .

2. JM� � �B�F� � �j�Oa¥bPf;{M�,`��B�mv IDS §
�;�VgRhei�k .

3. J;� � �K�j� � �j�RaWbÙfu¼,½/yB�;{r|/G,};§£�
�VgRhMiKk .

4. 2 ÈeV IDS ����Ò¦� � ¼eþRVeÏMo/E2bPf��e±����� ´ b�� E��RaRb [��V�ei�k .

5. Ï�o/E bPV�	C
M»4f � [Kdeo,|��ONVL,��fr  ^_
, Ï;oDEæb V��R��ÌWf��,× � úKk .

6. �M�M¢��F[��8�;� � ýR�Mfm  ^/_ , iMË ^ ÏMo,E
b V/ÓrÇOÔ �/�B[YÃDÕæ� � ¹eº�»BVm� _ Ï;o�Eæb
fuyB�YiKk .

7. ÏMo;E b¸V��R�`�B[ �C
 _ � , ÏMo,E=bm�R[ � o
A���NÙGKQ,f������ � k .



8. � _�� o�A��4NÙGKQ£�����I� � Ô ��� Ï/oDE2bÙf� wR�M~�g,zei�k
2.2 ���V����NPORQ�S
ð,ê,ëF{r|,G,},§M� , {/�r`����uv IDS \¸öj÷Yø/ù,ú
kw¼;½/yB�;{r|/G;} ( Ý¥{;�D`D���wv IDS ) Vr±V��\,��

, �eAKH�E2À��FVM�� �¡��;ç/èR[ �C
 é , ¢�£ ^ IDS

fI� à � � . ¡ � �r§e[�]P¼/½/yF�;{�|/G;}e[;� � �`¤
� ^ ¢/¤e�Yê,ë �T� � _ k . ®,V;Ór§Yð,ê;ëF{r|,G,}M� ,

yB�T¢;¤j��£�¥e§P\�¦j��§�¨M§/­ek�\ _W© wK©r§ Wang

Ô [4] VY¢M¤Wf£´ _ � . ®MVYyF�£¢M¤Of j 2 [YÖ�i . �
E , ª`«�¬V­Vv�w4\�� � , �;�WfuÍB� ^,_ ¬�­ ÿ E`�mÇ¥Ô
MeE2bm�RVMÏ � Np�jE/{¯®�LI�jAjH�E2À¸V�° ��± [ , H
J�E À [�²k�£iKkRJDEæÀ �P³�´RµK­ekYÇKfVJDEæÀ¶�R[�·¸ LObm� , ®/VCJ�E À¹�R[PºR»æ\½¼�¾`¿�À¥fIÁ ¯ k . ¡
V�Á ¯M� ���rn;½CÂeV � H b�c A�d�\ ^ k . yF� b�Ã EÄ §j� , ª�«V¬R­`vVwB§P¬R­ ÿ E��D[��4� �   ^ � � V
\�fPÅKV�Æ�ÇWf�`BaWbÑcrE/d�bÙoMqMaYdrÇ¥Ô�È � [MJ;�� �K��� � ÿ E��D[��4� �   ^¥© . ®B� � �;���Kdæb¹d
f�Á ¯ k �,¯ [ , �e�OaWbÉ�jAjH,E ÀÊ�RV�J,E À ± V�¡
�BV�º�»¥f�Æ�ÇjiKk . ª�«�¬�­�vVw�§rüMÃ�� � � H b�c
A�d \ËÈ � [eJe� � �F�B� � ÿ E��;VPÌ�Í¦f�ÆRÇBiBk .

Ç¥�W� � Ì`ÍR��h ¯ Ô �B�RÎ �¦f�Ï�� � ÔÙ���2\�g�h
i�k .

x
2 Ð�yIzR{Z|I}�~IÑ�ÒPÓ�Ô�Õ�ÖI×VØI{Z|�}I~���×�Ù�ÚIÛ

2.3 Ü�Ý�ÞVß�à IDS

H;�mç;è/v IDS � , ¼/äMþFV IDS �j�rÒO� � ¼MþFV
ÏjoeE bTfYý¦�W� , ákâR�OV�� _ ÏKoME bwf�ã$�Y�,iàeá fY  ^4© . ¡j¡D§K� , ¼�þOVjÏKoME bwfP�K±`�jÅ
VjHj� b�� E��Oa�b ~RV�����f£  ^4© � ´ bs� E��¦a
b , ÏBoeE bwV�	�
�»¦[ ��
 _ � ý¦�Ffr  ^2© Alert

Fusion, �;�,¢;¤BV��VäK[��å��� � ýF�/fu  ^¥© Multi-

step Correlation, ®W� � ý¥�R� � ® �FÉ�� VjÏeoMEÐb
[ � o�A��æNpGKQ;f��æ�I� � k Alert Prioritizing [ Û_ ��F`G k .ç�è�é<ê�ëPì�íkî2ï � ´ b�� E��Oa¥b¸� , 2 ÈMVYyW�
¢M¤��D¼ ^ k IDS �K�rÒ¦� � Ïeo�E2bÑfTýR�B��¨ é i
k �M¯ [���±��MÅOV � ´ bs� ER�¦a�bÙ[��K�Fk�¡B\�f
��B¦\TiWk . {��/`/�F�Yv IDS � , {K�,`/�R� ( dWE
d bsc A�d ) [ ��
 _ � �M�`g`hOfT  ^�© �;¯ , ÏMo;E
b¸[m�e�CðBf�ñ Û . ±,Ä , ¼M½MyW�;{D|MG/}jVeÏ/o,E=b

�Y�e�OaWbóò¥a�ô/fwÁMÃeiBkI�`õ¥f�Ïeo�E b¸[�ñ�ö , Ï
oMEÐbp[r����ð¥f�ñ � ^e_ . ðeêjëO{;|eGe}j§/´ _ k� ´ b�� E��OaWbPf�÷ 1 [mÖ�i . ¡ � � , ¡�V��FV£ýW�bRÃ E Ä §�Ï/o,E2b�VrýF�efw  ^/_ ¨ é iKk �,¯ [ , ®�jÉY� V;Ï;oDE b Ç¥Ôø°RùRf�ã��Ñ��� � Á,Ã¦� � .

ú
1 û�Ò�ü�ýZþZÿ�� � �����

� » �
	
id HBÏ;o�Eæb [��¦� � ����� � Ô �� ±��FV ID

start time 
��KVY�M�RaRbÙf����¦� � Â��
end time 
R�KVY�M�RaRbÙf����¦� � Â��
time range 
��KVY�M�RaRbÙf����¦� � Â���Ç

Ô�
R�BV£�M�RaRbÙf����¦� � Â��
�Y§MV����

name Meta-Alert fmüeÃ2� � ]K[e®MV� fu� F
attack name {M�;`��R�Tv IDS ���DÒ¦� � Ï

oDEæb�Vw�;��ð
src ip �����BÏ4À��Ù|
src port ������MMEæb
dest ip �����RÏ4À��Ù|
dest port �����CMMEæb
protocol IP

� H�bËJ�dk�YA �
sensor Ï;oDE bÙfD�£Ò¥� � IkLP@�E
data length �M�RaWb ÿ E`�Ñ²BV�° �
flag TCP

b o,�
cnt Meta-Alert [DÍ¦� � k��K�¦a�b

Ø
tag Meta-Alert fYÁjÃ�iWk! #"#�WV

ID fw� F

ç
Alert Fusion �e±V�MÅ¥V � ´ b�� ER�¥a¦b¸[P�s��Ô��� Ï/oDE2b�� , Alert Fusion J�LIMeE,`sL¥b [�� Ô �
k . `BaRbuc£E/dTv IDS � , Ê,y�z¥fÑË,ÌF[mÍ�ÎPi,Ë ^
Ï/o�E=bpf��YÒeiKk . Alert Fusion §e� , Ï/o�E2b¸V�	

,»F[ ��
 _ � ýR�Mfm  ^/_ , 	�
æ� � Ï/o,E2bpf/d;o
|��FN�L��riKkj¡j\u§ , Ï/o;E b�VP�,ÌOfI� ÔÑi�v�w¥f
  ^O© . ð;ê;ë¥{�|/G/}/§e� , ÷ 2 [£Ö�i � »��K�/� �é f%$;\r¨r[;Ï/oDEæbÙf�d,oY|C�BN�Lr�Yi�k .

ú
2 Alert Fusion Ñ�Ò�Ó�&'���

� » �
	
src ip �����FÏ4À��Ù|
src port ������MMEæb
dest ip �����WÏ4À��Ù|
dest port ������MMEæb
protocol IP

� H�bËJ�dk�YA �



ç
Multi-step Correlation Multi-step Correlation � , �
�;¢M¤BV���äB[��8�;� � ýR�Mfm  ^¥© ¡j\w§ , i,Ë ^ Ï
o;E bpVjÓ,ÇæÔ¸���¥[DÃ;ÕÐ� � ¹Bº;»WVe­Kkr×/ØOVjÏ
o�E bpfwyR�riKke¡e\�fC��BR\ÑiBk . �M�R�F�M��E�ý,¢( | b�[�ô�)�E+*MfwZ���k , � � �£S/x¥fI�B÷jkK\D¨D[
ª�«KV�¾�,4\/� � MjE b |�JM��LDfT  ^O© . -R[ , �e�
�W�DýM¢ ( | bÙV;µ ¬ f/. © N10KE bÂ����fY  ^4© ¡
\w§DSMx¥f12 � k . 
`�R[ , ý;¢ ( | b ~,S/xR[£Ã,Õ2�� �j���R� , {D|eG/}�V��+3Of54�6BiBk �,¯ [ root 37 VPã�8¦f5. © . Multi-step Correlation � , M�E=b |
J/�CL , N90jE2b �e� , root 3 7 V�ã+8WfwÖjiVHFÏMo,E
bpf;: Û VMÏ/o�E bT\;� � �5< 
 Ü k . �5< 
 Ü Ô ���
Ï;oDEæb � , S,xK[mÃDÕ4� � ¹eºr»j�Y� _ ¡M\YfÑÖei .ç

Alert Prioritizing 
��F[ , Alert Prioritizing
b�Ã EÄ §�ýB�/=j÷/V�HBÏ/oDE2b [���� � � o�A��4NÙG�Q/f��

�I� � k . � _�� o�A��4NpGBQY�P� �I� � Ô ��� ÏMo�E
b , Û ��� SMxB[YÃ�Õ2� � ¹Kº�»RVm� _ Ï/o;E b�� � w
�M~�g,z �T� k .

3 >@?
ê,ëF{r|;G,}�f�\V¦�� ,

� H�bË�YA � f�� à � � .

{M��`,�K�Tv IDS � , ��E � L�ArE�|jV Snort[1] fB ´�� � . ä�CR¬�­Ofm´ _ � ¼M½MyW�/{�|MG/} , H/�£ç
è;v IDS � C D�EK§�\R¦ � � . � � ,

ÿ EC����ED|�[
�P�eE � L�A£E�|MV PostgreSQL f B ´O� � .

4 FHG
� à � � � HæbZ��A � fT´ _ � , ê/ëR{D|;GM}Kf �� 
� � .

4.1 IKJ é
LRì�M
ê�ë�{/|eG�}¥f �� i¥k �e¯ [ , ËC¬ LAN NFE b¸ Ã A,Ç¦ÔPO�Q � � ÿ E�� , RR�RV%SPTF`FaObucYEed�^
_jÇ¥Ô'O�Q�� � ÿ E`�,f B ´O� � . «��B� , 2004

?
1 U

[ ÿ E��,f1O�Q4� , ���F� 2007
?

1 UeÇ¥Ô 2 UK[�Ç Ü� ÿ E`�,f�O�Q�� � .

4.2 V�W�X�Yç�Z�[
LAN \ ìæï9]�^!_ 5 `ÙçBV ÿ E��;f£´ _ � ð

ê/ëO{D|/Ge}jV �` fT  ^ � � . 2 ÈMV IDS �røeùMú�
386,960 Ï/o,E2bpfuüMÃ�� � . ®MV+a�bB� , l�n/yW�

{�|/G;}jV Snort � 80,410 Ïeo�E b , ä�C�¬R­¥fm´ _� ¼,½/yB�,{�|,G,},� 306,550 Ï/oDEæbÙf��£Ò¥� � . ¡� ÔrV 386,960 ÏjoMEÐb¸Ç4ÔpðjêjëO{,|jGj}�� Alert

Fusion [C!k� 11,709 V Meta-Alert fuüMÃ�� � . ® �
ÇOÔ , Alert Fusion §rü/Ã�� � Meta-Alert \Pc��wV�d
V;Ï/oDE bÙf Multi-step Correlation §rýF�K� , È � [
9 eWV Meta-Alert fwüjÃ4� � . ð/êeëW{,|/GM}�� , 
f B;[j¡YV 9 eKV;Ï;oDE4b¶� � [��¦� � � orA���NÙG�Q
High f����I� � � .

ð,ê;ëF{�|,G;};� � orA���NpG�Q High f�� ��� � �
9 eWVjÏeo/E bÙ[ ��
 ¨ , Ïeo/EÐbPHj�!gih tcpdumpÿ E��D[��4� � �Ùt�§�j�kOfw  ^ � �!l�m , ËR¬B`Ra¥b

c£E/dD[��Mi�ku�;�B�myB� �w� ^ Ç�� � .ç#n9o�p�q
2 U 1 `uÇ¦Ô 2 U 2 `m[�Ç Ü � O�Qæ� �ÿ E��;fm´ _ � ê;ëW{�|;G;}�f �� � � . Ï/o�E2b����

²j§ 181 Ï;o�Eæb ­<� , ®,V+a1bK� Snort � 12 Ï;oDE
b , ä�CV¬V­Wfm´ _ � ¼,½/yB�;{r|;G,},� 169 Ï;o�Eæb
fD�£Ò¥� � . ¡ � Ô 181 V;Ï/oDEæb Ç¥Ô ê,ëF{r|,G,}M�
Alert Fusion [�!�� 5 eKV Meta-Alert fÑü;Ã¦� � . ®� ÇOÔ Multi-step Correlation fu  ^ � ��l�m , ê,ëR{
|;G;}M��È � [ 3 eFV Meta-Alert fwü/Ã�� � . ê;ëR{
|/GM}j��¡DV 3 eFV Meta-Alert [��4� � � oDAR�æN
G�Q High f������ � � .� orA���N¸G�Q High ������� � Ô �e� 3 eKV Meta-

Alert � , i Gj� f,±KV��DA;} ¸ QCLOÀ ¸ ar§�QWÓVBe[
yO� �Y�R� . ®W� � ðjêMë¦{,|eGj}e� � o,A`�=NÑGWQ
High f��>��� � � ¡ � Ô 3 eRVjÏjo;EÐbÙ[ �s
 _ � ,

Ï/o�E bpH;�5g
h tcpdump
ÿ E��;f��Ùtj§�j�kæ� ��lm

, ¡ � Ô 3 eKV;Ï;oDEæb � , Windows V/rMµr»4\�� �s
t �m� � _ k MS04-007 [��jiRk�JCL�u,L;E�� ¸ Q
dM| ( t`u ,

¸ Q�dM|W\1v�w ) [�!�kÑ�;�j§/­e� � .

x
3 x/y�z�{�þ!|/}�~'��|!�!��&����/�5���'�5�

ð;ê;ëR{D|;G;}e� , 2007
?

2 U 2 ` 0 Â 32 çKÇOÔ
33 çK[�Ç Ü � ¸ QIde|MV�W��WfuyF��� � .

j
3 � ,

¸ Q
dM|M[����4� � ( | b Ç¥Ô'RV����S�TK`BaWbÑcrE/dI^V_
§=b¸oeq/ard ÿ E`�5O�QBV �D¯ [£´���� � �e{�LÑ~�Vw�
��W��BV����Wf�Â����B[M�K\ ¯M� ]rVD§M­ek . t�uM[T�
�BVmç,èKV l�m f���\ ¯ k .

1. 00 Â 32 ç 18 ��� : RPC ~jV/dK�¦N (1 �
� )

2. 00 Â 32 ç 23 ��� : Kerberos ~sJr`Md�{K®�L
(2 �
� )

3. 00 Â 32 ç 49 ��� : HTTP ~�VT�;��W�� (13

�
� )

4. 00 Â 32 ç 59 ��� : MKE=b 31337 ~<J�`Kd
{K®�L (2 �
� )

(1) V��i�/[ ¸ Q�de|����+� ( |Ðb ÇOÔ�RR�K����rR�� bÙoMqMaYd/O�Q��j{CL£V RPC @KE
�T|�~Kd���NÙ��X
ü�� � .

Û 
 _ �
(2) § , Kerberos ~�l�n¦� � . ®K� �

(3) V!�%�M[ ,
¸ Q�d�|����+� ( | bÙ��R`�WV=bpojqja

d5O�Q���{CL�V HTTP @BE��m|;~�� 13 �i�/Vm�/�¦f
  ^ � � . ¡YV/���;V tcpdump
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